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Abstract

Studies have considered the mishandling of personal information that invades online privacy. PhD researchers
who constantly visit the Internet for a variety of information sources are also susceptible to these invasive
privacy practices by information providers.This investigation tries to understand the privacy perceptions and
privacy concerns of PhD researchers in the School of Economics, Management and Information Science at
North-Eastern Hill University, India. The results in this paper are based on a statistical analysis of a survey
questionnaire administered by hand to the respondents. Descriptive statistics were employed to explore the
privacy perception and privacy concerns of the researchers. A closer investigation of the perception towards
various privacy issues— revealed that users are highly perceptive towards online privacy violations. While two-
thirds of PhD researchers agree that websites can hinder privacy by collecting personal information. Somehow,
the majority of (66.7%) of researchers believed their personal information is somewhat protected when seeking
information online.Analysis of the study showed high levels of privacy concerns towards financial records like
credit cards and identity theft. The results of this study can be helpful in understanding the different perceptions
towards online privacy concerns of researchers and in turn, will facilitate the safe use of the Internet when
seeking information from the web.

Keywords: Privacy Concerns, Privacy Perception, Personal Information, Researcher Privacy.

1. Introduction

At present, privacy concerns are becoming an important research area in academia as the
absence of online personal information protection leads to putting oneself at risk. Online risks
often increase because their personal information is being collected and utilized for unknown
purposes (Shin & Kang, 2016). The types of risks that adolescents can be exposed to when
they fail to control their own personal information include, but are not limited to,
cyberbullying, online stalking, identity theft, identity theft (Cavoukian, 2009). Many studies
consider the mishandling of personal information that may invade online privacy concerns is
‘data tracking’, and ‘Identity and financial fraud,” which will be referred to as ‘Identity
damage’ (Lancelot &Smith, 2015). In todays' context, users' no longer have control over their
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personal information, which has changed people beliefs concerning their online
privacy (Martin et al., 2015).

Research has shown that privacy concerns increase as the amount and sensitive personal
information submitted through websites increases (Dinev & Hart, 2006). Other privacy
issues for students also occurred in numerous ways, such as open access to other students
work, public comments, evaluation on critical analysis of students’ assignments and
work (Chang, 2021). Even though a mechanism is in place to curb privacy violations, users
are unaware of the privacy risks associated with disclosing personal information in online
environments (Shin & Kang, 2016; Alemany et al., 2019; Tuunainen et al., 2009;Acquisti &
Gross, 2006). Therefore, the need to understand privacy concerns and perceptions among
PhD researchers’ when seeking information from the web becomes more relevant.

While studies have measured online privacy concerns, most of these studies focus only the
magnitude of students' privacy concerns (Johns & Lawson, 2005; Gulliver et al., 2015). Thus,
it is equally important to investigate researchers' perceptions when they seek information
from the web. The lack of empirical research to address the importance of students’ attitudes,
especially in the region, makes this study valuable and vital to academics and industries. The
study will examine the following objectives to gain better insight into researchers’
perceptions and concerns.

1.1. To understand PhD researcher’sperception towards online privacy violations.

1.2. To find PhD researcher’s perception towards the collectedpersonal information, online
banking, unique ID and control belief.

1.3. To understand their perception towards search history and protection belief.

1.4. To look into their attitude towards different types of privacy concerns.

The article begins with an introduction and objectives. Secondly, a theoretical understanding
of privacy concerns and demographic factors with online privacy concerns was discussed.
The third part deals with research methodology and measurement items, followed by data
analysis and interpretation in the fourth section. The fifth section covers the discussion, and
the sixth section discusses the limitation and further studies, which is then followed by a
conclusion.

2. Literature review
2.1. Privacy concerns

Privacy concerns have been researched internationally, which indicates that information
privacy, which implies “privacy of data,” is an important concern to many Internet users.
Information privacy laid claims to individuals’ personal data not made available to other
individuals and organizations. When another party possesses data, the individual must be able
to have control over their personal data and its uses (Clarke, 1999). The common legal
concept of privacy is often traced back to American scholars Warren and Brandeis’ famous
essay of 1890 in which they described privacy as “the right to be let alone; the right to
liberty” to exercise civil rights over their privacy which includes tangible and intangible
(Warren & Brandeis, 1890).
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In Westin (1969) work on “Privacy and Freedom”, asked ‘why does a man require privacy at
all? Westin finds four human needs that privacy fulfils: solitude, intimacy, anonymity and
reserve. Solitude is freedom from observation by others, while intimacy is characterized by a
small group of individuals secluded from others to develop their personal relationships.
Anonymity is freedom from identification or surveillance in public spaces. Finally, being
reserved is limiting disclosure to others so that others know that you are avoiding disclosure.
Privacy is a complicated decision problem resulting in opinions, attitudes, and behaviours
that differ substantially from one individual to another. The individual perceptions of
potential threats, psychological needs, and economic returns all play a role in affecting the
decisions to protect or share personal information (Acquisiti & Grossklags, 2005). In
addition, different environmental factors (e.g. industry, culture, laws) may also result in
differences in perceived privacy concerns (Malhotra et al., 2004).

The ‘secondary usage of information as an aspect of information privacy Culnan
(1993) discussed that secondary usage of information occurs when personal data collected for
one purpose is then used for a different purpose. While secondary use of data is widespread
and legal, it is considered a privacy violation, especially if it occurs without the knowledge or
consent of the users. It was discovered that individuals are less likely to perceive these
practices as an invasion of privacy if a relationship exists; if an individual has the ability to
control the future usage of the information collected, and if the information collected is
relevant to the transaction. Tavani’s refer to Internet-specific in privacy studies while arguing
that data-mining techniques on the Internet used to gather personal information raises privacy
concerns that (a) exceed concerns used in traditional information-retrieval techniques in
computer databases and (b) are not taken care of by data-protection laws (Tavani, 1999). The
most common theme that emerges is that privacy is a state in which an individual is found in
a given situation at a given moment in time (Dinev et al., 2013).

2.2. Privacy differences among gender, age and education

This issue is significant for researchers who are using the Internet consistently to fulfil their
academic needs. Privacy is the major concern among major Internet users when using social
media, cloud storage, and online banking. With these ever-increasing concerns, users become
more aware of the importance of their online privacy. Because of this reason, the perceived
risk of Internet users also increased (Lee et al., 2013). Therefore, this maysuggestthat Internet
users’ concerns for privacy issues are triggered when users become aware that organisations
or sites have collected and used their personal information without their consent.

The Innovation Diffusion Theory (IDT) of Roger (1983) IDT has assumed that some people
are more willing to try innovative ideas and technologies than are others. Rogers (1983)
argued that socio-demographic factors such as gender, age, education, and income might
determine when individuals adopt innovative ideas and technologies. Various studies have
also investigated how demographic differences affect the degree of stated privacy
concerns (Chen & Rea, 2004). Privacy concerns are perceived in different online contexts

and how socio-demography contributes to understanding privacy concerns (Bergstrom,
2015).

In the study on ‘Internet users' perceptions of 'privacy concerns' and 'privacy actions,’
of Paine et al. (2007) reported that a majority of respondents (56%) agreed to be concerned
about privacy when they are online, and, this pattern was true for both males and females.
While women also tend to have social media profiles for an extended period of time; use
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social media more; and tend to be more thoughtful about their social media use, which might
explain why previous studies have argued that women tend to feel more concerned than men
(Shepherd, 2016).

Some studies have found that online privacy concerns increase with education. For example,
Sheehan (2002) four types of online privacy concerns was based on education level and age.
So-called (a) “alarmed internet users” have the highest level of privacy concerns and tend to
have higher levels of education (b) “wary internet users” have a moderate level of privacy
concerns and tend to be have high levels of education (c) “circumspect internet users” have a
minimal level of privacy concern and tend to be have lower levels of education, and (d)
“unconcerned internet users” have the lowest level of privacy concerns and tend to be older
and have the lowest levels of education. Notably, it was discovered that age and information
privacy concerns have a non-linear relationship. This study confirms that the relationship
between gender and information privacy concerns varies with age(Lee et al., 2019). Thus, it
may be concluded that as the education level increases, so do their concern over online
privacy.

3. Methodology

This was a descriptive study that used a survey method to find out the perception of
researchers towards online privacy. The study used a questionnaire as the survey instrument.

3.1. Data Collection

A convenient sampling technique was used in the data collection. A total of Forty (40)
questionnaires were administered to researchers from the School of Economics, Management
and Information Sciences (SEMIS) from North-Eastern Hill University. A total of 30(Thirty)
response received from the Department of Library and Information Science; Economics and
Commerce of North Eastern Hill University. The survey was distributed through a print
questionnaire consisted of multiple questions to suit the study.

3.2. Data Analysis

All the analyses were conducted using IBM SPSS statistics. Descriptive analysis was
performed to analyse the researchers' demographic, privacy perceptionsand privacy concerns.

3.3. Measurement items

The survey instrument was developed based on validated items, and fewer new items were
added to supplement this study.To acquire an insight into the perception of researchers
towards ‘privacy violation,” two statements were presented to them with the response option
of ‘Yes’, and ‘No.” One statement with ‘Yes’, and ‘No,’ responses on online privacy changed
with the situation and context was taken from (Kumaraguru & Sachdeva, 2012).
For theperception of personal information, online banking, unique ID and control belief,
measured on 5-pointLikert-type scale (1 = Strongly disagree, 5 = Strongly agree), was
adapted from (Kumaraguru and Sachdeva, 2012). Whereby a higher mean score indicatesa
higher perception. Item was also employed to understand their perception towards search
engine personalisation (1 = Not helpful at all, 5 = Extremely helpful) and, for belief in the
safety of their personal information when seeking information from the web which were
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adapted from Kaiser (2016) on a 5-pointLikert-type scale (1 = Less protected, 5 = Very much
protected).

The level of privacy concerns consisting of 16 items was measured on a 3-
pointLikert-type scale ranging from (1 = No concerns at all to 3 = Very concerned) whereby
higher mean scores indicated a greater level of privacy concern. These itemsare ordinal data
adapted from attitude items developed by (Buchanan et al., 2007; TRUSTe, 2004).

4.Data Analysisand Interpretation
4.1. Demographic Sample

A total of (n=30) samples (37% males and 63% females) participated in the survey, with a
mean age (M = 27.22). Due to the sample population comprising only PhD researchers, there
is a lack of age deviation (SD = 3.178). Therefore, this demographic factor was not analysed.
Respondents from various departments show (Library Science = 40%; Economics = 43% and
Commerce at 17%). The finding also revealed that most researchers used the Internet daily
(Several times a day = 56.7% and those who always connected = 43.3%)).

4.2. Perceptions towards online privacy violations: When it comes to understanding the
meaning of the term “Online Privacy Issues.” The author allows for multiple selections from
the given option, and, hence the finding revealed their understanding of the meaning
(Financial scam (n) = 11; Identity theft (n = 16); Leaking of images and other forms of media
(n = 9); Hacking (n = 21); Phishing (n = 7). In Table 1, participants were asked whether
online privacy changes with situation and context, i.e., the information they share with whom
may be different at different times and contexts. The results revealed that 76.7% believed that
it changes with the situation and context. A high 93.3% also agreed that their privacy is
violated if sites record their online activity without their knowledge. About 73.3% also
agreed that their privacy is violated despite agreeing to the site’s privacy policies.

Table 1. Perception towards privacy violation

N Percent
Statements Valid Missing | Yes (%) | No (%)
Online  privacy changed  with | 28 2 76.7 16.7
situation and context
Privacy is violated if sites record my | 30 0 933 6.7
Internet  activity ~ without —my
knowledge
Privacy is violated despite agreeing | 29 1 73.3 233
to privacy policy

4.3. Perception on personal information, online banking, unique ID and control
belief: To indicate the perception of respondents towards the given statements in Figure 1,
all five (5) statements were measured on a five-point scale ranging from (1 = Strongly
disagree, 5 = Strongly agree). The study showed that more than two-thirds of respondents
agree that websites can hinder privacy by collecting personal information (M = 4.07, SD =
0.539). A high mean score is also recorded in ways Internet users’ lose control over their
personal information being circulated to other organizations (M = 3.63, SD = 0.890).
However, respondents also perceived that websites handle their personal information in a
confidential way (M = 3.34, SD = 0.936). It is notable, the mean score for online banking and
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unique identification (For instance, Aadhaar ID and Passport ID, etc.) is considerably on the
low side, indicating their low agreement on these two statements.

Figure 1. Perception on personal information, online banking, unique ID and control belief.

5
4.5

0.539

4

0.936

35
3

334

AN

25

—0.89-

Standard
Deviation

22— 17

=—4—Mean

2
1.5

1

0.5
0

ebsite handW epbesriste nhai In idnefro pmi v oy byOvdhitietbatl ok

ietgitivaghostaconinvbhever personal information
circulated by other organisation.

Note: Measured on 5-pointLikertitem (1 = strongly disagree, 5 = strongly agree).

4.4. Perception towards search history and protection belief: While measuring the
respondent’s response (see Table 2) towards search engine that tracks their search history,
and then use that information to personalize their future search results. The finding to this
reveal (extremely helpful = 3.3%; helpful = 43.3%; neutral = 40%; not so helpful 13.3%).
The result also shows that the majority (66.7%) of respondents believed their personal
information is somewhat protected when seeking information online; about (21.4%) believed
their personal information is less protected and, only (13.4%) believed they are either
protected or significantly protected.

Table 2. Perception towards search history and protection belief

Not Extremely
Statements N | M | sp 1‘;‘:‘3‘;1"1(22‘;1 Helpful Ne(},‘/gal Hfigi“l helpful
(%) (%)
Perception towards
search engine
tracking search
history and used that 30 337 | 765 0 133 40 433 33
information to
personalized future
search results
Less Somewhat Significan Very much
Protected tly
protected protected (%) protected protected
(%) (0/0) (OA) ) (%)
I believed my .
personal inform_ation 28 2 525 20 66.7 6.7 6.7 0
is protected while
seeking information
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online

Note:1. Measured on 5-point Likert type item (1 = Not helpful at all, 5 = Extremely helpful) 2. Measured on 5-
point Likert type item (1 = Less protected, 5 = Very much protected).

4.5. Different types of privacy concerns: Based on the level of privacy concerns 16 items
built of the eleven statements, the descriptive statistics of these variables are presented
in Table 3. These items were measured on a three-point scale, ranging from 1 (No concerned
at all to 3 Very concerned). The mean value of all the items are considerable high; starting
with concerns over credit card stolen or intercept (M = 2.72, SD = .455); identity theft (M =
2.62, SD = .559); physical movement tracking (M = 2.55, SD = .572); site ask too much
personal information (M = 2.52, SD = .509) and, site share/sell personal information (M =
2.52, SD = .574). Items which reported to have a low response with ‘No concerned at all,’
are, a virus could send an email on my behalf (20.7%); email sent may be read by an
unknown person (13.3%) and, access to medical report and scam email (10.3%).

Table 3. Level of privacy concerns

Items N M SD No Somewhat Very
Concerned | Concerned Concerned
at all (%) (%) (%)

Site not being who they claim they are 29 2.28 .528 34 65.5 31
Site asked too much personal information | 29 2.52 .509 0 48.3 51.7
Concern over Identity theft 28 2.64 .559 3.6 28.6 67.9
Might access medical records 29 2.28 .649 10.3 51.7 37.9
Unknowp people can access my personal 29 759 628 6.9 27.6 65.5
information
Credit card details will be intercept/stolen | 29 2.72 455 0 27.6 72.4
Email sent may be read by unknown 30 240 704 133 333 533
person
Email sent might be forwarded to other 28 2.39 .629 7.1 46.4 46.4
Received scam email 29 2.28 .649 10.3 51.7 37.9
Legitimate email received may be 29 245 570 34 48.3 483
fraudulent
Computer virus could sent email on my 29 231 206 207 27.6 517
behalf
Slte may sell/share  my  personal 29 252 574 34 414 559
information
Site might track my real time movement 29 2.55 572 34 379 58.6
Site might track my online purchase 28 243 573 3.6 50 46.4
Site used. to gather personal information 29 548 574 34 44.8 517
from outside database/source
Site perspnahzed my preferences based on 28 739 497 0 60.7 393
search history

Note: Measured on 3-point Likert-type item (1 = No concerned at all, 3 = Very concerned)

5. Discussion

The study also tries to investigate the perception of researchers towards online privacy. The
average age of the respondents (M 27.22) showed that this age group is highly privacy
perceptive which is in line with the cluster analysis of Kaiser (2016) that showed the average
age of 26.84 has the highest privacy perception. This study revealed (76.7%) of respondents
believed that online privacy concern also changes with situation and context. This is also
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indicated by Bergstrom(2015), who stated that privacy concerns are a rather contextualized
issue. It changes constantly based on the number of uses, awareness and even contradictor.
Also, the current study believed their privacy is violated online if data is collected without
their consent and that their privacy is violated despite the agreements to sites’ privacy policies.
In this regard, Youn (2009) pointed out that organizations must strive to provide standardized
and regular privacy education to reduce privacy violations. Typically, if privacy policies are
adequate and precise, users’ can successfully avoid privacy intrusion (Changet al., 2018).

The study showed that more than two-thirds of respondents agree that websites can
hinder privacy by collecting their personal information. This is in line with the finding
of (Kumaraguru & Sachdeva, 2012), where (71.22%) of the respondents “agree” or “strongly
agree” that websites can hinder privacy by collecting personal information. A high score also
indicates in ways Internet users’ limit the flow of their personal information. Perhaps a report
on Americans’ lack of confidence over the control of their personal information applies to
their communications channels and to the ones who collect their personal information. For
instance, (91%) of their survey “agree” or “strongly agree” to users’ lost control over their
personal information (PEW, 2014). While (43.3%) found it helpful if search engines tracked
their search history and used that information to personalize their future search results. It is
also equally important as pointed out by (Kaiser, 2016) that the responsibility to mitigate the
risks from search engine trackers lies with the search operators.

The present study reported a high level of concerns for credit card and identity theft.
Unsolicited intrusions like stealing digital identities (Prince, 2018) are reasonably easy,
remarked respondents (Kumaraguru & Sachdeva 2012). From the present study, a high
concern for physical movement tracking is also recorded. Similarly, privacy concerns in the
study of (Ketelaar & Balen, 2018) revealed negative attitudes towards collecting location
data.The current study shows a low level of concern about email, which is the most common
attackaccording to (Chou, 2013; Glasgow & Butler, 2017). For example, when a person
submits queries or receives a company response, the person is revealing, and the company is
the recipient (Robinson, 2019).

6. Limitation and Further studies

There are some limitations to this study. Firstly, due to the convenience sampling method, the
gender ratio is 1:2, with females occupying 63% of the total population. Therefore, the
sample was not equally distributed, and this might reduce the generalizability of the
results. Therefore, gender differences is not presented in the study. Additionally, the samples
from the three departments were not distributed equally (Library Science = 40%; Economics
=43% and Commerce at 17%).

Secondly, since the sample size of the PhD researchers’ is limited, future work could
include a larger sample size and include various demographic attributes (occupation, state of
origin, financial background, educational background, etc.) to represent departments from all
schools.

Thirdly, few of the constructs used were not based on validated scales. Maybe
incorporating an established or new validated scale to suit the central theme of the future
study may allow us to understand the demographic effects on privacy awareness and privacy
concerns. Complementing the study with a qualitative approach may also assist in
understanding behaviour.

Volume XI, Issue XI, NOVEMBER/2022 Page No : 23



International Journal of Research in Science Advanced Technology and Management Studies ISSN NO: 2249-3034

7. Conclusion

In this age of clickbait where one is often tempted to click on and explore various internet
resources, one becomes vulnerable to the invasion of one’s privacy. PhD researchers, owing
to their nature of work, tend to wander around the internet regularly in search of information
and can compromise their privacy in the process. It is vital that they be aware of the dangers
to their privacy and take measures to protect the same. In this regard, the PhD
researchersfrom the Economics, Library Science and Commerce department under the
purview of this study seem fairly alert and concerned about their privacy when using the
internet. Considering the evolving nature of threats, they need to be consistently alerted and
not let their guard down.
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