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Abstract  

 Today, to ensure the security and reliable online communication of information between 

organizations, it is essential to maintain a high-security level. However, security and other 

network data communication on the Internet are always under the threat of intrusion and 

unauthorized use.Data leakage is from a safety database, or unauthorized warehouse hacking 

or potential data information steals.The attack of viruses and hackers, more aggressive, has 

been a need for a better way to protect the communication network has become more 

technical.The proposed Cyber Data Encryption Security (CDES) algorithm based on 

cybersecurity is used to protect the information and detect malicious attacks and hackers to 

resolve this problem.Cybersecurity is stored in the confidentiality, integrity website, 

computer systems, or compromises their individual data communication information through 

the Internet on computer attack availability and detects the malicious attack.Therefore, the 

proposed CDES based cybersecurity intrusion detection system has become an important 

computer and network communication security element.The proposed CDES algorithm is 

authorized to encrypt the data and generate the secret key for another user to decrypt the 

information using generated secret key. The proposed Cyber Data Encryption Security 

(CDES) effectively detects intrusion presentations of various network intrusion detection 

systems. CDES parameters and evolution were reviewed and detailed implementation. This 

method uses the information to detect the network attack and hacker through the 

communication data of evolution and reduce complexity.  

Keywords:Cyber security,online communication, Cyber Data Encryption Security (CDES), 

attack, hacker, computer network.  

  

1. Introduction  

 Cyber security system described, data and network protection network in the world, all the 

businesses violated. The rapid advance development of computer internet technology has 

provided important data information sharing leading to the recent threat and the introduction 

of organizational data and organizational efficiency.Data cybersecurity for internet users, 
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organizations, and the military has become more important. With the advent of the Internet, 

the history of safeguards and security has become a major concern, and we can better 

understand security technology's emergence. The structure itself of the Internet enables many 

security threats.The modified network architecture can reduce the likelihood of an attack can 

be sent over the network. May know how to apply the appropriate security attacks. Many 

companies from the Internet through a firewall and encryption security mechanisms 

themselves. It develops to help businesses connect to the Internet and protect their 

information could threaten.  

 Generally, the intruder or hacker, the system is defined program or as an individual attempt, 

and succeeded in performing an action that is not allowed by the intrusion or law to the 

information system. The integrity of computer resources, confidentiality, or please refer to 

one of the actions set to the expense of availability.The detection operation that undermines 

the integrity, confidentiality, or availability of computer resources may be called intrusion 

detection. Intrusion detection systems and equipment monitor malicious activities or policy 

violations from the network and system activity reporting software application.The entire 

field of computer cybersecurity is in the stage of vast and evolution. The proposed range 

covers a brief history that can be traced back starting point's current developments point and 

the Internet's network security. The direction of the current proposed, the Internet, is to 

understand the vulnerability because of the background knowledge of the Internet of the 

attack and the security technology.  

 The world is becoming more and more Internet interconnection with new network 

technologies. Personal, commercial, military, and government a lot of information depends 

on the infrastructure network worldwide. Because it can easily be obtained via the Internet, 

network security has become a fundamental intellectual property right.An effective network 

security plan is cyber datasecurity is prevented the potential data information, security needs, 

and the network to the attacks has been developed to understand the vulnerable factors.There 

can reduce network computer vulnerability's many products—encryption of the proposed 

authentication mechanisms, intrusion detection, security management, and a firewall. 

Enterprise or internet users use a combination of these tools throughout the world.  

 Both the Internet and a local area network become more vulnerable to users' mobility in 

various complex attacks, terms of terminology, and not only the point of changing the 

services provided. In recent years it has been expanding at an alarming rate.The convenience 
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of the new cyber security technology has brought us to benefit; the computer system is 

exposed to security threats and complexity. The particular importance is the rapid adoption 

of new network cybersecurity policies detection, response, the ability to attack as quickly as 

possible.There is also abnormal based on the type and intrusion detection systems of the two 

major misuse detection. The misuse detection system is the most widely used and will not 

detect the intruder in a known pattern. The proposed are used to identify an attack, the source 

address, destination address, source port, the payload of the destination port, and the 

communication, as several keywords, made from various network fields.  

2. Related Work  

 Network cybersecurity simulation provides insight into the organization's Anti-threats and 

large-scale, complex network environment is a beneficial and practical method. From the 

host to the micro behavior of malicious software on the macro effects of  Distributed Denial 

of Service (DDoS) attacks, various phenomena can be observed, and the use of simulation 

scenarios analysis [1].Live virtual and construction platforms for cyber security simulation 

have been developed to support different simulation scenarios and model fidelity levels. , 

Live virtual, and construction: Many of the platforms for cyber security simulation has been 

developed to support the simulation scenarios and models in different fidelity level [2].  

 Cybersecurity is becoming a priority for media companies. A security infrastructure requires 

careful planning and configuration, considering the security components required for the 

design [3]. From the countries tile consultants' experience, some basic security features are 

particularly desirable, connected to the media technology products, Internet Protocol 

network.These existing characteristics, based on the supplier's recommendations, can also 

describe the product evaluation, security, and typical large organization security requirements 

or both network media systems. It has been chosen as a practical improvement to meet the 

specific requirements [4].  

 With online cybersecurity and attack detection, artificial intelligence-based algorithms can 

come up with better results in some cases than the traditional intrusion detection systems 

leading role [5]. Evaluation of different characteristics, sophisticated machine pitch 

algorithm, generally applies to intrusion and detection system.The online network security 

data set classification is divided into several groups, and it is the first consideration of a group 

of records [6]. Using this segmentation, according to a set of data, the object of this work, the 
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neural network model (multilayer or relapse), determines activation function. The learning 

algorithm yields a precision value.  

 Prototype-based virtual private network intelligence communications switch allows cross-

platform artificial intelligence algorithms to identify and classify attacks by traffic logs risk 

analysis system self-learning mode [7].The platform, disaster recovery, data migration, and 

risk detection are suitable to ensure virtualization communication between nodes. To test the 

Artificial Intelligence (AI) algorithm was evaluated as the accuracy of the model for detection 

and classification risk, some of the cyber-attacks were simulated [8].  

 Network security forecast events: There is no doubt that that is believed to have the potential 

to promote an active network's resilience. In recent years, to learn by promoting large-scale 

network security incidents related to public data and high-profile examples of proactive 

forecasting cyber threats against changing mainly in response to detecting witnessed the 

transformation [9]. Simultaneously, government, corporate, and individual Internet users, 

preparation of the fight to do, and the ability to recover from cyber threats and incidents to 

improve cyber resilience show more public appetite [10].  

 An integrated safety device honeypot has sufficient flexibility to allow general network and 

laboratory courses while supporting network security education [11]. The existing also 

provides a detailed analysis of the two honeypot architecture.One of them will provide a very 

opportunity to existing defines and cybersecurity attacks at a low cost [12] [13]. It was 

developed as a stand-alone device that can be safely integrated into a more complex 

laboratory environment.The main contribution of the author is to design and implement 

school physical network labs. The configurable platform, as a small, low-cost, "lightweight" 

process performance.  

 In the data increase the development of network technology and Industrial Control System 

(ICS), network security has become a challenge for the ICS [14] [15]. Risk assessment of 

dynamic network security plays an important role in the security protection of the ICS 

network.However, it is difficult to establish an ICS risk propagation model due to insufficient 

historical data. In this article, the Fuzzy Probability Bayesian Network (FPBN) method 

proposed dynamic risk assessment. First, FPBN has been set up to analyze and predict the 

spread of network security risks [16].  

 It introduced a mathematical framework of the time of the elasticity of the network security 

[17]. The guard's purpose is to select the optimum combination of security control to resist 
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the maximum number of attacks. The budget has some of the multi in this organization 

possible to install anattack level [18].The mathematical model is a Markov chain with the 

safe state, all possible attacks (attack each state represents a random attack graph), 

intermediate state, and the successful attack state.  

3. Materials and Methods  

 With the development of the rapid Internet technology of computer networks, people are 

more aware of the importance of network security.Network security is a major computational 

problem because many types of attacks are increasing, and protect computers and the network 

is an important issue.A set of network attacks come from destruction or unauthorized access 

technology. The proposed CDES algorithm is based on cybersecurity designed to protect 

computers, networks, program processes, and data.  

  

 
  

Figure 1: Proposed diagram for cyber security  
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Figure 1 describes the proposed diagram for cyber security using Cyber Data 

Encryption Security (CDES) algorithm to detect unauthorized access and attacks. User1 

communicates the user2 through the Internet. When a malicious attack steals users the 

information, the proposed detect the attack and safely send it to authorized users. The 

proposed algorithm checks the authorized person or not.  

3.1 Attacks  

 The attack is a specific technique that exploits the vulnerability. For example, it may threaten 

denial-of-service vulnerability as a design of the operating system, and the attack might be a 

steal of the user's information. There are two categories of attacks there are, passive and 

active. Passive attacks are difficult to detect because there can be monitored or detected no 

significant activity. The passive attacks are information eavesdropping and attack analysis, 

and the Active attacks, as the name implies, use multiple public actions on the network or 

system.   

3.2 Attack and hacker detection using Cyber Data Encryption Security (CDES)  

 Cyber security, such as the cyber threats from hardware, software, and data, is the Internet 

protecting the connected systems. The approach uses individuals and companies to prevent 

unauthorized access to data communication and other computer systems.The proposed Cyber 

Data Encryption Security (CDES) algorithm protects communication information and detects 

malicious attacks and hackers. The proposed CDES algorithm is authorized to encrypt the 

data and generate the secret key for another cyber security user.A set of network attacks come 

from destruction or unauthorized access technology and are designed to protect computers, 

networks, program processes, and data.  

Algorithm steps  

Begin  

Step 1: Users can access communication through the Internet  

Step 2: If hackers or attack tries to access the information from the Internet   

Step 3: Here, the proposed CDES algorithm Generate the secret key for encrypting the 

information   

Step 4: CDES algorithm protect the information and network security from the hacker and 

attack  
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Step 5: Using the generated secret key, other authorized users can decrypt the original 

information and access the information.   

Step 6: Thus, the result is succeeded  

Stop  

 The algorithm steps encrypt information for meaningless using the cyber securitybased 

Cyber Data Encryption Security (CDES) algorithm to detect the attackers or hackers. It acts 

as the mediator between authorized users for communication.  

3.3Secret key Generation  

 The secret key generation is the most important process of cybersecurity for encrypting the 

user's information. Secret key encryption uses the same key, encrypted plaintext, and 

ciphertext decryption.Secret key cryptography, a method that requires the secret key's initial 

exchange, and symmetric encryption use a single key for encryption and decryption for secure 

communication between two parties.Encryption such as sending the data, confidentiality, 

data integrity, and identity has been used to achieve several goals.The proposed algorithm 

intruder data transmitted from the protection cannot be read ciphertext encrypted message.  

3.4Decryption process  

 Decryption is a user communication process that includes understanding another receiver 

user to return the encrypted data to its original form using a secret key. To remove the key 

from the ciphertext, to generate the same dedicated position on the receiver side, the 

encryption as described in part) encrypted by the sender, and decryption and the beginning 

of connection establishment the same process.Authentication user to ensure communications 

entity to be true. It must be able to find its origin to the recipient of the message using a secret 

key.The proposed guarantee is undeniable that the recipient can prove that the designated 

party sent the information. Similarly, the message sender can be proved by a designated 

recipient.  

4. Result and discussion  

 Cyber security is privacy, and data security is always all organizations take care of best 

security measures need to be a. All of the information will be stored in the communication 

through an online form.Cybersecurity has played an important role in the field of information 
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technology. Protect information has become one of the biggest challenges facing today. The 

proposed using encrypt the data for the security process.  

Table 1: Details of simulation parameters  

Parameters  Values  

Simulation language   C#  

Simulation tool  Visual studio  

Method  CDES  

Processor  Intel Core I7  

Table 1 shows the details of simulation parameters proposed implementation process 

the proposed Cyber Data Encryption Security (CDES) algorithm, compared with existing 

methods are Genetic Algorithm (GA) andFuzzy Probability Bayesian Network (FPBN) 

algorithm.  

Table 2: Examination of cyber security performance  

No of 

transaction  

 

GA in %  

 

FPBN in %  CDESin %  

 
10  

 
70  72  78  

 
20  

 
60  63  83  

 
30  

 
59  52  90  

 
40  

 
47  48  96  

  

Table 2 defines cyber security performance;the proposed algorithm provides 

highperformance results compared with existing methods.  
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Figure 2: Examination of Cyber Security performance  

Figure 2 defines the examination of cyber security performance for secure 

communicationbetween two parties. The proposed Cyber Data Encryption Security 

(CDES)algorithm providesa cyber-security performance result is 96%; likewise, the existing 

method Genetic Algorithm (GA) cyber security performance result is 47%, and Fuzzy 

Probability Bayesian Network (FPBN) cyber security performance result is 48%.  

Table 3:Examination of cyber security throughput performance  

No of Transaction  GA in %  FPBN in %  CDES in %  

10  66  70  75  

20  59  62  82  

30  50  54  89  

40  42  46  95  

  

Table 3 defines the examination of cyber security throughput performance; the 

proposed Cyber Data Encryption Security (CDES)algorithm providesa high performance 

compared with previous algorithms.  
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Figure 3:Examination of Cyber security Throughput performance  

Figure 3 defines the examination of throughput performance for secure encryption 

performance. The Proposed Cyber Data Encryption Security (CDES) algorithm throughput 

performance 95%, Fuzzy Probability Bayesian Network (FPBN)throughput performance 

result is 46%, and Genetic Algorithm (GA)throughput performance result is 42%.  

 

Figure 4: Examination of Time complexity  

Figure 4 defines the examination of the time complexity process of cyber security 

encryption. The proposed Cyber Data Encryption Security (CDES) algorithm time 

complexity results in34 sec, likewise Genetic Algorithm (GA)algorithm time complexity 

result is 50 ms, and Fuzzy Probability Bayesian Network (FPBN) time complexity result is 

48 ms.  
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5. Conclusion  

 An effective cyber security plan is a data is prevented the potential data information, security 

needs, and the network to the attacks detection has been developed to understand the 

vulnerable factors.Cybersecurity based on the proposed Cyber Data Encryption Security 

(CDES) algorithm can help prevent network attacks, data leakage, and personal information 

theft and assist in risk management. If an organization on safety and effective emergency 

response plan networks of a strong sense of responsibility can better prevent these attacks, it 

is serious.The proposed CDES algorithm for encryption and decryption systems of encrypted 

data provides enhanced assurance levels. An unauthorized person cannot be seen in theft, 

loss, or intercepted, and Information Security has been used to improve data safety.The 

proposed CDES algorithm is used for information encrypting by generating the secret key 

and protect information from hackers and attack an authorized user for meaningless 

information is then decrypted by using the generated secret key the information of another 

authorized user for reading format. The proposed Cyber Data Encryption Security 

(CDES)algorithm provides the result that the security performance result is 96%, throughput 

performance is 95%, and time complexity result is 34 sec.  
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