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Abstract:

Mobile banking has become an essential service, but its rapid growth has attracted various
fraud schemes that threaten the security and privacy of users. This paper explores common
fraud detection methods in mobile banking, focusing on emerging technologies like artificial
intelligence (AI), machine learning (ML), blockchain, and biometric systems. Through
quantitative data analysis of fraud trends from 2020 to 2024, and qualitative insights from
interviews with cybersecurity experts, this study examines the effectiveness of these methods
in reducing fraud occurrences. The research shows that AI/ML models offer the highest
detection rates with minimal false positives, but their implementation costs pose challenges
for smaller financial institutions. Blockchain technology, while effective, also suffers from
high costs, whereas biometric systems face privacy concerns. Traditional rule-based detection
methods, though cost-effective, struggle with low accuracy and high false-positive rates. This
paper provides a comparative analysis to inform financial institutions about the trade-offs
between various fraud detection methods and recommends a hybrid approach to enhance
security while minimizing costs.
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1. Introduction:

Mobile banking has revolutionized the financial services industry by providing convenient, on-
the-go access to banking operations through smartphones and other mobile devices. This
innovation has led to an increasing number of people embracing mobile banking for activities
such as checking account balances, transferring money, and paying bills, thus offering
enhanced accessibility and flexibility. However, as the use of mobile banking grows, so do the
risks associated with it. The integration of digital banking into daily life has made it a target
for cybercriminals, with fraudsters constantly devising new methods to exploit vulnerabilities
within mobile banking platforms. Common fraudulent activities in this space include phishing,
malware attacks, unauthorized transactions, and identity theft, which can cause severe financial
losses to individuals and institutions alike.
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The detection of fraud in mobile banking has become a top priority for financial institutions.
With the increase in cyberattacks, the traditional methods of fraud detection, such as rule-based
systems and manual reviews, have proven inadequate. Fraudsters are using more sophisticated
techniques, including leveraging social engineering and exploiting security loopholes in mobile
devices, thus making it difficult to identify and prevent fraudulent activities in real-time. As a
result, financial institutions are investing in advanced technologies, such as artificial
intelligence (AI) and machine learning (ML), to enhance their fraud detection mechanisms.
These technologies provide more dynamic and accurate fraud detection by analysing large
volumes of data to detect suspicious patterns and behaviors that were previously missed by
older systems.

This paper aims to explore the current landscape of fraud detection methods in mobile banking,
particularly focusing on the latest advancements in Al, blockchain, and biometric verification
technologies. The study will also assess the effectiveness of these technologies compared to
traditional fraud detection techniques, highlighting their strengths and limitations. Additionally,
by examining real-world case studies and academic research, the paper will identify the key
challenges financial institutions face in implementing these fraud detection methods and
provide recommendations for improving mobile banking security. As mobile banking
continues to evolve, understanding these detection techniques is crucial for minimizing risks
and ensuring the safety of user data and transactions.

2. Related Works

The increasing prevalence of mobile banking has coincided with a rise in fraudulent activities,
prompting the development of various fraud detection methods. Research has extensively
focused on improving these methods using emerging technologies such as artificial intelligence
(AI), machine learning (ML), blockchain, and biometric systems. Al and ML have been
identified as powerful tools for fraud detection. A study by Bwalya and Phiri (2023) discusses
how AI/ML techniques can analyse vast datasets in real-time, identifying suspicious patterns
that may indicate fraudulent activities. These models, especially decision trees and random
forests, can continuously learn and adapt, improving detection accuracy while reducing false
positives over time. Similarly, Aros et al. (2024) highlight the effectiveness of ML models in
detecting complex fraud patterns, particularly in mobile banking systems, where transaction
volumes are high and varied. Blockchain technology, while still emerging in the realm of
mobile banking, offers a promising solution to enhancing transaction security. The
decentralized and immutable nature of blockchain ensures that fraudulent activities, such as
unauthorized access or tampering with transaction data, are easily detectable. According to
Meduri (2024), blockchain can provide transparency and traceability, which significantly
reduces the chances of successful fraud attempts. However, its implementation remains costly,
limiting its accessibility to smaller institutions. Biometric systems, including fingerprint
scanning and facial recognition, have become standard for securing mobile banking
applications. As Gulhane et al. (2024) explain, these systems provide an extra layer of security
by ensuring that only authorized users can access their accounts. While highly effective,
biometric systems also raise privacy concerns, as the storage and handling of sensitive data
pose potential risks to users' personal information.
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Traditional rule-based systems, although still in use, are less effective in detecting new and
sophisticated fraud techniques. These systems rely on predefined rules, which often result in
high false-positive rates and slower detection times. As noted by Datta et al. (2020), while these
systems are cost-effective, they struggle to keep up with the evolving tactics employed by
cybercriminals. The challenges of implementing these advanced technologies are further
discussed by Hajek et al. (2022), who emphasize the difficulties financial institutions face in
integrating Al and blockchain into legacy systems. Additionally, privacy and regulatory
concerns, particularly with biometric data, remain significant barriers to widespread adoption
(Wambugu, 2024). This body of research indicates that while AI/ML models show the highest
promise in fraud detection, a hybrid approach that incorporates blockchain for transaction
verification and biometrics for user authentication could offer the most comprehensive
solution. However, financial institutions must carefully consider the trade-offs between cost,
effectiveness, and user privacy when selecting fraud detection methods.

3. Methodology

3.1 Dataset Description

The dataset used in this study comprises mobile banking fraud data collected between 2020
and 2024. The data was obtained from industry reports, regulatory bodies, cybersecurity
incident logs, and published case studies. It includes information on various types of fraud,
such as phishing, SIM swap, malware, identity theft, and unauthorized access. Each entry
consists of the following attributes:

e Transaction ID: A unique identifier for each transaction.

o Timestamp: Date and time of the transaction.

e Fraud Type: Categorization of the fraud (e.g., phishing, SIM swap).

o Detected Status: Whether the transaction was flagged as fraud or legitimate.

o Features: Attributes such as transaction amount, user location, device type, and login
behaviour.

Trends in Fraud Types (2020-2024):
A summary of the dataset's fraud trends is provided in Table 1:

Table 1: Fraud Trends in Mobile Banking (2020-2024)

Fraud Type 2020 2021 2022 2023 2024 (Q1-Q3)
Phishing 1,250 1,490 1,735 2,150 2,400
SIM Swap 950 1,100 1,250 1,500 1,700
Malware 870 980 1,230 1,400 1,560
Identity Theft 500 600 740 880 920
Unauthorized 1,200 1,450 1,620 1,870 2,010
Access
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The dataset forms the foundation for evaluating the success of AI/ML, blockchain, biometric
verification, and traditional rule-based systems in detecting fraudulent activities.

3.2 Workflow of the Project

The methodology follows a multi-step approach to analyse fraud detection techniques in
mobile banking.

1. Data Collection: Collect and preprocess fraud data from primary and secondary
sources.

2. Feature Engineering: Extract relevant features from the dataset, such as transaction
patterns and user behaviour.

3. Model Selection: Train and evaluate different fraud detection models, including
AI/ML algorithms, blockchain implementations, biometric systems, and traditional
methods.

4. Performance Evaluation: Compare models using metrics such as detection rate,
false-positive rate, and processing time.

5. Insights & Recommendations: Provide a comparative analysis and recommend
hybrid approaches for fraud detection.

3.3 Models Used

1. AI/ML Models
AI/ML models were employed to detect fraud patterns in real-time. Supervised
learning techniques, such as Decision Trees and Random Forests, were used to
classify transactions based on historical data. These models were enhanced with
unsupervised learning to identify anomalies, often indicative of emerging fraud
tactics.

Equations:

o Logistic Regression Hypothesis Function:

2. Blockchain Implementation
Blockchain was utilized as a decentralized ledger to ensure transaction transparency
and tamper resistance. Each transaction was hashed and linked to previous entries,
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creating an immutable chain. Deviations from typical transaction patterns were
flagged for review.

3. Biometric Verification
Biometric systems, including fingerprint and facial recognition, were integrated for
user authentication. These systems utilized encrypted databases and Al to cross-check
user identity with stored data. Privacy-preserving techniques were employed to
minimize the risk of data misuse.

4. Traditional Rule-Based Systems
Rule-based systems were used as a benchmark for comparison. These systems flagged
transactions exceeding predefined thresholds but suffered from high false-positive
rates and limited adaptability to new fraud techniques.

The models were evaluated using metrics such as detection rate, false-positive rate, and time
to detect fraud, with results summarized in the next section.

4. Experiments and Results:
4.1. Quantitative Analysis

The quantitative part of the study involves the analysis of mobile banking fraud data collected
from industry reports, case studies, and regulatory sources. This data is used to examine
trends in the frequency of various fraud types from 2020 to 2024, as shown in Table 2.

Table 2: Frequency of Fraud Types in Mobile Banking (2020-2024)

Fraud Type 2020 2021 2022 2023 202&(’?1'
Phishing 1,250 1,490 1,735 2,150 2,400
SIM Swap 950 1,100 1,250 1,500 1,700
Malware 870 980 1,230 1,400 1,560

Identity Theft 500 600 740 880 920

Uni‘fgg?:ed 1,200 1,450 1,620 1,870 2,010

From this, the detection and false-positive rates of various fraud detection methods were
assessed, as seen in Graph 1 below:
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Detection Rate vs False-Positive Rate of Fraud Detection Methods

Detection Rate (%)
False Positive Rate (%)

Al/ML Blockchain Biometric Traditional (Rule-Based)
Fraud Detection Methods

Graph 1: Detection Rate vs False-Positive Rate of Fraud Detection Methods

This graph compares the effectiveness of AI/ML, Blockchain, Biometric, and Traditional
methods based on their detection rates and false-positive rates.

The results show that AI/ML methods have the highest detection rate at 95%, while
maintaining a low false-positive rate of 3%. Blockchain technology also performs well, but
with slightly lower detection rates and false-positive rates. On the other hand, Traditional
rule-based systems have the lowest detection accuracy and the highest false-positive rate.

4.2. Qualitative Analysis

For the qualitative analysis, interviews were conducted with cybersecurity professionals to
gather insights into the challenges and practical experiences with fraud detection tools in
mobile banking. The findings from the interviews are summarized in Table 3 below:

Table 3: Themes from Interviews with Cybersecurity Professionals

Theme Frequency (%) Example Quote from Interviews

“Implementing Al models in legacy
Integration Challenges 40% systems often leads to compatibility
issues.”

“Blockchain implementation is
Cost Barriers 25% effective but expensive for smaller
banks.”
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“Biometric verification raises

User Privacy Concerns 15% concerns regarding user privacy and
data handling.”
. “Navigating global regulations while
Regu 1233 (lj:x?p liance 20% adopting fraud detection tools is a
plexity challenge.”

These themes highlight that while advanced fraud detection technologies like Al and
blockchain are effective, their integration into existing systems can be complex and costly.
Privacy concerns also arise with biometric solutions, while regulatory compliance adds
another layer of difficulty.

4.3. Comparative Analysis

A comparative analysis was performed to evaluate the different fraud detection methods
based on three criteria: detection rate, implementation cost, and time to detect fraud. The
comparison is summarized in Table 4:

Table 4: Comparative Analysis of Fraud Detection Methods

Method Detec:(i)zl)l Rate Img:)esltn(ell;tszgi)on Time to Detect (Seconds)

AI/ML 95% $200,000 3 seconds
Blockchain 90% $250,000 4 seconds
Biometric 85% $150,000 5 seconds
Traditional 70% $50,000 10 seconds

This table shows that AI/ML solutions provide the highest detection rate and the fastest
detection time, but come at a higher cost. Traditional methods are more cost-effective but
significantly less accurate and slower. This analysis highlights the trade-offs financial
institutions face when choosing a fraud detection method.

4.4 Implementation of Fraud Detection Methods:

The implementation phase of this study involved applying various fraud detection methods to
a dataset that simulates mobile banking transactions and fraud patterns from 2020 to 2024. The
methods tested include AI/ML algorithms, blockchain technology, biometric verification
systems, and traditional rule-based systems. The AI/ML models were trained using historical
data on fraudulent activities, focusing on patterns like phishing, SIM swap, and malware
attacks. Supervised learning techniques, particularly decision trees and random forests, were
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employed to classify transactions as either fraudulent or legitimate based on past behaviour.
These models were further enhanced with unsupervised learning to identify anomalies, which
are often indicative of new or previously unseen fraud tactics.

Blockchain technology was implemented as a decentralized ledger to track and verify mobile
banking transactions. The blockchain-based system automatically flagged transactions that
deviated from normal patterns, ensuring that any attempt to tamper with transaction data was
immediately detected. Meanwhile, biometric verification, such as fingerprint and facial
recognition, was integrated into the mobile banking authentication process to ensure that only
legitimate users could access sensitive information. These biometric systems used both Al
algorithms and encrypted databases to cross-check user identity against stored data, reducing
the risk of unauthorized access.

To measure the effectiveness of these methods, performance metrics such as detection rate,
false-positive rate, and time to detect were recorded and analysed. AI/ML models achieved a
detection rate of 95%, significantly outperforming traditional rule-based systems, which had a
detection rate of only 70%. Blockchain technology performed well with a 90% detection rate,
but its longer processing time (4 seconds) and higher cost limited its scalability. Biometric
systems, although offering an 85% detection rate, raised concerns about user privacy, as the
storage of sensitive biometric data created potential vulnerabilities. The results of the
implementation phase suggest that AI/ML models are the most efficient for real-time fraud
detection, but the integration of blockchain for enhanced transaction security and biometric
systems for user authentication can further strengthen mobile banking defences.

5. Conclusion

This research examined fraud detection methods in mobile banking, focusing on Al, machine
learning (ML), blockchain, and biometric systems. AI/ML models, especially decision trees
and random forests, demonstrated high accuracy with minimal false positives but come with
high implementation costs. Blockchain offers enhanced transaction security but is expensive,
limiting its adoption. Biometric systems provide strong user authentication but raise privacy
concerns regarding sensitive data.

Traditional rule-based systems, while cost-effective, struggle with flexibility and accuracy,
making them less effective against evolving fraud tactics. A hybrid approach combining AI/ML
for fraud detection, blockchain for transaction security, and biometrics for user authentication
is recommended. This approach balances cost, security, and effectiveness. Financial institutions
must consider the trade-offs between cost, accuracy, privacy, and regulatory compliance when
choosing fraud detection methods. Ongoing research and collaboration will be crucial in
staying ahead of emerging threats in mobile banking.

Volume X1V, Issue 111, MARCH/2025 Page No : 155



International Journal of Research in Science Advanced Technology and Management Studies ISSN NO : 2249-3034

References:

Wambugu, W. (2024). Mobile money fraud typologies and mitigation strategies. GSMA.
https://www.gsma.com/solutions-and-impact/connectivity-for-good/mobile-for-
development/wp-content/uploads/2024/03/GSMA-Fraud-Typologies-04-03-24.pdf

Bwalya, D., & Phiri, J. (2023). Fraud Detection in Mobile Banking Based on Artificial
Intelligence. In Lecture notes in networks and systems (pp. 537-554).
https://doi.org/10.1007/978-3-031-35314-7 48

Aros, L. H., Molano, L. X. B., Gutierrez-Portela, F., Hernandez, J. J. M., & Barrero, M. S. R.
(2024). Financial fraud detection through the application of machine learning techniques: a

literature review. Humanities and Social Sciences Communications, 11(1).
https://doi.org/10.1057/s41599-024-03606-0

Datta, P., Tanwar, S., Panda, S. N., & Rana, A. (2020). Security and Issues of M-Banking: A
Technical Report. Security and Issues of M-Banking: A Technical Report.
https://doi.org/10.1109/icrito48877.2020.9198032

Hajek, P., Abedin, M. Z., & Sivarajah, U. (2022). Fraud Detection in Mobile Payment
Systems using an XGBoost-based Framework. Information Systems Frontiers, 25(5), 1985—
2003. https://doi.org/10.1007/s10796-022-10346-6

Meduri, N. K. (2024). Cybersecurity threats in banking: Unsupervised fraud detection
analysis. International Journal of Science and Research Archive, 11(2), 915-925.
https://doi.org/10.30574/ijsra.2024.11.2.0505

Gulhane, J., Shinkar, Y., Gorle, C., Tayade, P., & Prof. H. D. Misalkar. (2024). ONLINE
FRAUD DETECTION IN BANKING DATA AND TRANSACTIONS USING ML. In
International Journal of Novel Research and Development (Vol. 9, Issue 4, p. f75) [Journal-
article]. https://www.ijnrd.org/papers/IJINRD2404509.pdf

Hamidi, H., & Karbasiyan, M. (2023). Presenting a Model to Detect the Fraud in Banking
using Smart Enabling Tools. International Journal of Engineering. Transactions C: Aspects,
37(3), 529-537. https://doi.org/10.5829/ije.2024.37.03c.10

West, Jarrod, and Maumita Bhattacharya. “Intelligent Financial Fraud Detection: A
Comprehensive Review.” Computers & Security, vol. 57, Mar. 2016, pp. 47-66,
https://doi.org/10.1016/j.cose.2015.09.005.

Marazqah Btoush, Eyad Abdel Latif, et al. “A Systematic Review of Literature on Credit

Card Cyber Fraud Detection Using Machine and Deep Learning.” PeerJ Computer Science,
vol. 9, 17 Apr. 2023, p. 1278, https://doi.org/10.7717/peerj-cs.1278.

Kruger, C., & Johnson, R. D. (2013). Knowledge management according to organisational
size: A South African perspective. DOAJ (DOAJ: Directory of Open Access Journals).
https://doi.org/10.4102/sajim

Mehta, A. (2024). Impact of technological advancements on banking frauds: A case study of
Indian banks. International Journal of Research in Finance and Management, 7(1), 261-266.
https://doi.org/10.33545/26175754.2024.v7.i1¢.308

Volume X1V, Issue 111, MARCH/2025 Page No : 156


http://www.gsma.com/solutions-and-impact/connectivity-for-good/mobile-for-
http://www.ijnrd.org/papers/IJNRD2404509.pdf

International Journal of Research in Science Advanced Technology and Management Studies ISSN NO : 2249-3034

Mhamane, S. S., & Lobo, L. (2012, May 6). Use of Hidden Markov Model as Internet Banking
FraudDetection.https://citeseerx.ist.psu.edu/document?repid=rep 1 &type=pdf&doi=d2acd31d
0dd43£d25cb0ca0f40ate2e53c98bfa2

Security and Fraud Issues of E-banking. (2015). In International Journal of Computer
Networks and Applications (IJCNA) (Vol. 2, Issue 4, pp. 179—-180).
https://d1wqtxts1xzle7.cloudfront.net/53498558/Abu-Shanab Matalga 2015-
libre.pdf?1497418633=&response-content-
disposition=inline%3B-+filename%3DSecurity_and Fraud Issues_of E_banking.pdf&Expire
s=1728379868&Signature=gEr-
~KV7TgSqGKUhhYolLahRHIL.IM]XAftXBUCnTAOPVBEiHbm1-
CmEdUYNrxVGpBHcemjoa8V1UI1Rok2SFe-S3qrnZ-
7rf1GNpFE8YIY0TqkskOULaQIVHw{Iw8n4Zug-~6Zy3Sske-
jyolp~nrGSlgXoQ0h3rOYFEbIGNBNMOOwU4Ln2ETfcom-
TidCFbjhulLa2Wql1BhMfu8pMnwtoéwZp56timHP7jz3ipN~WyUjBaKa8pU7ShBF2i-
712bD3~GcSaaDQC6A67zAXm2JY qCi8ZchuFtVuAUpbvOEAV6OmMVCf5rQ2HygbZ5Mqa4
VdDKC7I0--SbWbpARF-VdzmMFIQ  &Key-Pair-Id=APKAJLOHF5GGSLRBV4ZA

Soumya Shrivastava, & Punit Kumar Johari. (2022). Convolutional Neural Network
Approach for Mobile Banking Fraudulent Transaction to Detect Financial Frauds.

International Journal of Engineering Technology and Management Sciences, 6(1), 30-37.
https://doi.org/10.46647/ijetms.2022.v06101.005

Kovach, S., Laboratory of Computer Architecture and Networks, Ruggiero, W. V., &
Laboratory of Computer Architecture and Networks. (n.d.). Online Banking Fraud Detection
Based on Local and Global Behavior [Journal-article].
https://d1wqtxts1xzle7.cloudfront.net/79294858/download-
libre.pdf?1642798972=&response-content-

disposition=inline%3B+filename%3DOnline Banking Fraud Detection Based on.pdf&Exp
ires=1728381897& Signature=IwkPAInUsUtJul20mGzGoXU~816Cd4n8x-
InpAzuoxMf1g86dLk9JOnLHLjiceUpW VIR5-m660D0yROJVRRZcXuR5-k-
SEr~uGEZFsMXzpXiH69xNIpsztR4Rge8oUSem-
BJ2AjhleYj64xrlkoydvT2wTRS5Bq7iEfGG2EItY VE~gXf2UORXCF7XsOwWHNCtP7F7g2mx5
JPIZs~kbm5e4xa-VD{30-12x8q14BSnAgSMTUAKONCcIJAQSxJ3QjahRoUbSAIFO8BRuJ-
DXzH2430Xm1gU9FEpF-
dg39hUuCOxHSYpXKOMOrbuHUWTwV{myiBOVWPM7lwg90EFGksJXIw  &Key-Pair-
Id=APKAJLOHF5GGSIL.RBV4ZA

Volume X1V, Issue 111, MARCH/2025 Page No : 157



	Abstract:
	Keywords:
	1.Introduction:
	2.Related Works
	3.Methodology
	3.1Dataset Description
	Trends in Fraud Types (2020–2024):
	3.2Workflow of the Project
	3.3Models Used
	Equations:
	2.Blockchain Implementation
	3.Biometric Verification
	4.Traditional Rule-Based Systems

	4.Experiments and Results:
	4.1.Quantitative Analysis
	Table 2: Frequency of Fraud Types in Mobile Bankin
	Graph 1: Detection Rate vs False-Positive Rate of 
	4.2.Qualitative Analysis
	Table 3: Themes from Interviews with Cybersecurity
	4.3.Comparative Analysis
	Table 4: Comparative Analysis of Fraud Detection M
	4.4 Implementation of Fraud Detection Methods:

	5.Conclusion
	References:

